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How do you monetize 
connected vehicle data?



Global revenues of 

USD 500~750 bn 
of automotive data 

related services
by 2030

What's the opportunity? Actually, over the last years, monetization potential 
estimations of connected vehicle data have come down

Source: Global Strategy Consulting Firm
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Connected vehicle data monetization opportunity



Vast majority of vehicle data monetization opportunities are during the owner-
ship/operations cycle – but only a few are actually monetizing data as such

Additional
Revenue

Cost
Savings

Product/Service 
portfolio

Design / 
Development

Sales Ownership/Operations 2nd life

B2C

B2B

ADAS/HAD Feature 
upfront purchase

Channel Cost
Reduction

OTA Functionality 
Updates

OTA Update Issue Resolution 
(e.g. warranty, recalls) 

Features on-demand / 
subscriptions

Fleet Management

Predictive Maintenance

Vehicle/Battery Health 
Optimization 

Safety & Security Services / 
Subscriptions

Usage-based insurance

Vehicle/Battery Health 
Information 

Specification 
Optimization

Product/service 
optimization

Connected vehicle data monetization opportunity

select examples

Connected Service 
upfront purchase

Connected data services

Selling raw/aggregated vehicle 
usage data MONETIZING 

DATA

Vehicle 
life-cycle

Specification 
Optimization

Specification 
Optimization

Product/service 
optimization

Product/service 
optimization

Roadside assistance

Source: Roland Berger



The term "Connected data monetization" is a kind of a misnomer – the vast 
majority of the opportunity is in the services enabled by data/connectivity

(e.g. to insurers, 
cities, utilities, 
infrastructure 

planning)

(e.g. remote 
open/close/start/

stop, vehicle 
health data, 

voice assistant 
integration, …)

(e.g. emergency 
response, automatic 

crash response, 
roadside assistance, 

damage/theft 
response, …)

(e.g. multi carrier or 
satellite high-speed 

data connection)

(e.g. ADAS/AV 
capabilities, …)

(e.g. predictive 
maintenance, battery 
health management, 

OTA updates for 
warranty issues, feature 

upgrades, …)

(e.g. content 
streaming, gaming, 

advertising, …)

select examples
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While connectivity/data opens a considerable opportunity, there are also 
major challenges, especially for today's automotive industry players

How to create a positive business case in the 
short-term to enable long-term profits?

How to redesign EE and software 
architecture to enable far reaching over-the-air 
update functionality and functions-on-demand?

How to create customer experiences matching or 
exceeding customer's experiences with tech companies?

How to integrate agile (6 months) development 
and launch cycles in a multi year vehicle product 
life-cycle to keep up with tech innovation cycles?

How to ensure compliance with 
tightening regulation (e.g., consumer 

privacy) and cybersecurity threats?  

How to break silos and build software and 
service capabilities focused on customer 

experience, not internal domains?

How to build an organization able to 
compete in the war for tech talent?

How to form the right partnerships to 
successfully provide differentiating 
customer experiences?

Connected 
Vehicle Data 
Monetization 
Challenges

Connected vehicle data monetization challenges
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The willingness to pay of the end-consumer is estimated to be around $300 
per year by 2030 on average – a number that seems to be achievable 

Consumer willingness to pay

Revenue/
year [USD]

1) Global Management Consulting firm    2) Required after 3 years trial period    3) Depends on initially purchased Autopilot version

Average Revenue 
Estimation1)

3,000

1,000

2,000

500 300

1,200-2,400

Full-Self-Driving 
Subscription 
$99/mo3)

Full-Self-Driving 
Subscription 
$199/mo3)

Connected Vehicle 
$24.99/mo

Premium $49.99/mo

300-780
SuperCruise add-on 
$14.99/mo2)

Source: Roland Berger Research



But! – consumers are only willing to pay if they see a clear value 
proposition, and it's also very dependent on the customer/vehicle segment

Consumer willingness to pay

Tesla Full-Self-Driving Capability take rate vs. price 

Option 
Pricing

Take 
Rate

$6,000$5,000$3,000 $7,000 $8,000 $10,000 $5,000$3,000 $6,000 $7,000 $8,000 $10,000

Source: Roland Berger Research



In our bi-yearly Automotive Disruption Radar survey, we see varying 
preferences regarding payment schemes for vehicle functionality options 

Infotainment & Connectivity

> Head-up-Display

> Gesture control

30%

19%

40%

19%

35%

25%

32%

34%

Functions
Upfront
(in initial configuration)

"On-demand" 
permanently (pay once)

"On-demand" 
situationally (pay per use) Not at all

Comfort

> Seat heating/-cooling

> Massage seats

Advanced driver assistance systems

> Traffic jam assistant

> Autonomous driving

Powertrain & Chassis

> Sportier engine and steering setup

> Adaptive suspension system

19%

20%

21%

19%

21%

20%

21%

22%

10%

11%

10%

12%

13%

14%

9%

10%

41%

50%

28%

49%

31%

41%

38%

34%

Source: RB online survey January 2020: 16,808 participants  - Participants by country: Belgium 1,014;  Canada 1,022; China 1,005; France 1,022; Germany 1,024; India 1,008; Italy 1,013; Japan 1,014; Netherlands 1,008; Russia 1,011; Saudi Arabia 506;
Singapore 1,009; South Korea 1,008; Spain 1,014; Sweden 1,025; UAE 504; UK 1,006; USA 1,019

When buying/leasing a vehicle, would you be ready to buy…

Consumer willingness to pay



Usage based insurance opportunity area – every OEM, even Tesla, is 
working with established insurance partners to offer insurance packages

OEM
Insurance 
providers

Source: Roland Berger, Market research; Press research

Details

GM offers the policy under its own OnStar Insurance Program, directly to the driver to 
monetize data; AmFam gets additional marketing muscle and a new direct sales channel

Liberty will offer a seamless process that enables the evaluation of a customer’s driving 
behavior through FordPass Connect eliminating the need for a plug-in device

The majority of Ford/Lincoln 2020 model-year vehicles with embedded modems will be 
able to connect with Allstate’s Milewise program which allows customers to pay for 
insurance based on the number of miles driven

Customers can opt in and share driving data with Nationwide using vehicle connectivity to 
take advantage of usage-based insurance benefits, saving drivers up to 40 percent

Tesla Insurance Services is fronted by State National Insurance in California which helps 
coordinate the process of selling insurance, though the actual risk of writing insurance 
policies will not be taken on by State National

Type of partnership

Underwriting and issuing 
cooperation

Strategic cooperation

Fronting partnership  

Strategic cooperation

Strategic cooperation

Partnerships are crucial to unlock opportunities

Insurance

Role of partnerships to unlock opportunities



When it comes to personal information, it's pretty clear – the consumer 
owns the data and needs to provide/can revoke consent to use it

Source: Alliance of Automobile Manufacturers, Association of Corporate Counsel, Desk research, Roland Berger

General Data Protection Regulation 
(GDPR)

California Consumer 
Privacy Act (CCPA)

Vendors must hold high 
standards in data 
management and 

protection

"Data subjects" in the European Union are governed by 

the GDPR – Therefore, organizations must…

> Adhere to all personal data protection and rights elements of the GDPR
– Examine data used and evaluate legal basis for the current operations
– Verify consent and ensure it is clearly, concisely stated as opposed to 

inferred or hidden

> Must elect "Data Protection Officers" that report to company leadership
– Review all structures and processes
– Ensures data protection protocols are in use and adhered to by the 

organization

"Consumers" who are California residents "own" 
their personal information and have rights because of it –
Therefore, organizations must…

> Provide owners and users with access to OEM collection, 
use, and sharing of information

> Allow customers to manage their data in an accessible 
manner

Automotive Consumer Privacy Protection 
Principles – Global

> Follow requirements to effectively manage and secure consumer privacy 
information

– Permit access to collected information and allow the deletion of non-
exempt personal information

> Send clear, specific privacy notices in the event of a sale or use of a 
consumer's personal information

> Ensure all information meets or exceeds bar set for "deidentified or 
aggregated" consumer information

Automakers commit to protect personal info. 
collected through in-car technologies –
Specifically, organizations will…

> Achieve affirmative consent before leveraging the following for 
marketing or non-OEM 3rd parties "geolocation, biometric, or driver 
behavior information" across marketing or non-OEM third parties

Who owns the data?

Who owns the data and who should be able to use it?



Third-parties, especially IAM, access to data is becoming 
more restricted than ever before

OEMs have been maneuvering to prohibit 3rd party access to 
the data generated by their vehicles

… but players are lobbying for data access, recently 
achieving a favorable result in a Massachusetts 
referendum

OEMs are currently working to limit access in the name of 
consumer protection

OEMs argue that allowing data access could open vehicles up 
to hacking/cybersecurity threats posing a safety risk for vehicle 
occupants

When it comes to data generated by their vehicles, things are less clear -
OEMs see the data as essential and aim to limit/control access

Who should be able to use it?

Who owns the data and who should be able to use it?

Source: Roland Berger Research



A report by the Detroit Free Press noted a 94% YoY increase of automotive 
cybersecurity incidents per year – that was 2019 and it's getting worse!

Data Storage in 
the cloud

Data transmission

Data/functionality 
access in the vehicle

How can vehicle data be protected?

Source: Roland Berger Research



As cyber threats increase, UNECE WP.29 regulations will require OEMs to 
comply with cyber security and software update requirements

Cybersecurity and regulation

Source: Magility; Roland Berger

Service partnersBackend

Vehicle

Mobile

Charging

Wireless

Diagnostics

OEMSuppliers

Cyber Security Mgmt. 
System (CSMS)

Type approval
vehicle requirement

Cyber Security
(ISO/SAE 21434)

Software Update 
Mgmt. System (SUMS)

Type approval
vehicle requirement

Software Updates
(ISO/SAE 24089)

UNECE-WP.29

Working group GRVA

Exposure to cyber threats have led to need for regulation

Certify by

07/2021

Readiness for UNECE WP.29 compliance needs
to happen now and is highly time-critical!

New types

by 07/2022

How can vehicle data be protected?



OEMs and suppliers need to work together closely to establish
management systems and to ensure type approvals

OEMs

UNECE WP.29 action plan

Source: Roland Berger

Suppliers
…are not required to obtain a certificate (yet), 
but have to comply with OEMs' requirements

> Implement a cyber security management system

> Share (planned) measures with OEM

> Re-assess incident response system and align with 
OEMs

> Conduct TARA1) continuously and mitigate threats at 
component level (incl. continuous risk monitoring)

> Align approach with OEMs or trusted third party for 
external cyber security tests, e.g. penetration testing

1) Threat analysis and risk assessment

…are required to obtain a corporate 
certificate and make vehicles compliant

Management systems (CSMS & SUMS) – By 07/2021

> Prepare for external audit to obtain certificate of 
compliance (valid 3 years) by adjusting organization, 
processes, systems

> Implement continuous improvement processes

Type approval – By 07/2022

> Assess technical changes in components

> Implement changes with suppliers and monitor potential 
risks

How can vehicle data be protected? 
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Roland Berger has been monitoring Automotive 
Disruption since 2017, via already 9 editions of the 
Radar – Now all available on the ADR community!

Source: Roland Berger

www.automotive-
disruption-radar.com

Since 2017, ADR watches 18 countries
evolving, adapting, leading or lagging
behind these changes through

26 indicators, including a bi-annual 

survey 18 000+ people

The ADR community gathers 
recognized experts in the disruption 
fields ; members can navigate 
through the ADR data, customize 
and download relevant charts, read 
experts insights… free of charge

Join the ADR 
community now

http://www.automotive-disruption-radar.com/



